KAK SALLULUTUTDBLCA
OT KUBEPMOLWIEHHUYECTBA.

MPABUNA
BE3OMNACHOCTU
B KUBEPIMNPOCTPAHCTBE.




CErogHss HA YPOKE Bbl Y3HAETE: B san Poccu ”

Qi:; Kakue Bnabl MoWeHHWYecTBa cylecTesyeT B ceTu MHTepHerT.

Cnocobbl noxmuweHunAa 310ymbllUNEHHUKaMHU KOH(I)I/I,CI,EHLI,ME)IIbHOﬁ
I/IHCIJOpMaLI,I/II/I O BaC N BAWUX I/NIEKTPOHHbLIX CPEACTBAX MNJ1aTexa.

* Kakne npnembl cOuManbHON MHKEHEPUM NCMONb3YIOT MOLIEHHUKMN,
4yTOobbl 3aBNaAETb BAWMMU AEHEXKHBIMU CPEACTBAMMU.
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KWBEPIMPOCTPAHCTBO?

Hanuwume omeem 8 yam

YTO TAKOE

@ bank Poccumn -]

UHmepakmues
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KUBEPIMPOCTPAHCTBO-3TO...
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Tenesusop

@ bank Poccum ”

Cpena MHGOPMALMOHHOIO
B3anumoaencTama n obmeHa
NAHHbIMKW B KOMMNbIOTEPHbIX CETAX U
CeTsaX CBA3M.

dnemeHTaMm KnbepnpocTpaHCTBa
ABNAIOTCA CEpPBEPbI, KOMNbIOTEPDI,
MOOUIbHbIE FafiXKeThl,
TEeNEKOMMYHUKALUMOHHOE
obopygoBaHMe, KaHabl CBA3MN,
MHPOPMALNOHHDbIE U
TENEKOMMYHUKALUMOHHbIE CETH.




CBOUCTBA MHOOPMALIMK @) b Poccm ”

KOHPUAEHUUNANTBHOCTb — nnpopmaumna moxet
6bITb NONYy4eHa M 06paboTaHa TONbKO TEMU NLAMU
AN NPOLECCaMM, Y KOTOPbIX eCTb K HEM AOCTyn.

LE/TOCTHOCTb- nHdopmauma octaeTcs
HEU3MEHHOMN, KOPPEKTHON N ayTEHTUYHOW.

- AOCTYNHOCTb - aBTOpM30BaHHbIE cybBbeKTbI
" (monyLeHHble K nonyyeHuto n o6paboTke

NHPopMaLMM) UMEIOT K HeN BecnpenATCTBEHHbIN
AO0CTyn.




KAKOE CBOUCTBO UH®OPMALIUU
FAPAHTUPYET, YTO AOCTVYI K
NMHO®OPMALIUN UMEIOT TOJIbKO
ONPEAEJIEHHBLIE JIULIA?

G JOCTYNHOCTb
e KoHpunaeHUnanbHOCTb

e LlenocTHOCTb

Hanuwume omeem 8 Yam

@ bank Poccumn -]

UHmepakmus




3J/IEKTPOHHbI BAHKVHT (E-BANKING)... @) 5 Pocom -

OKa3aHune BaHKOBCKMUX YC/YT C UCMO/Ib30BaHNUEM BO3MOMKHOCTEM
rnobanbHoM cetm MHTEpPHET 1 MOBUNBHOW CBA3MW.

| PC — 6aHKMHT, yaaneHHOe ynpaB/ieHMe CBOMM ee
/E======2 HAHKOBCKMM CYETOM C MOMOLLbIO KOMMbIOTEPa Ham HYyH(EH
6aHKUH2, HO He
Ny 6aHKuU 3
MODOUNbHDBIN BAHKUHT, C NOMOLLbIO MOBUABHOTO

. TenecbOHa UIU CmapTd)OHa. Bunn leuTc, o,fl,MH n3 covsp,aTveneﬁ
N BbIBLLUMIN KPYNHENLLNIA

aKuMoHep KomnaHuu Microsoft

POS-tepmuHanbl 1 6baHKOMaTbI, C NOMOLLbIO
KOTOPbIX Mbl OMJla4MBaeM NOKYMNKW B MarasmHax.




Bwnbl BPEAOHOCHOFO no @ baHk Poccum ”

Bupycbl — 3TO CAaMOBOCNPOUN3BOAALLMNCA NPOTrPAMMHbIN KoA,
KOTOPbIN BHEAPAETCA B YCTAHOBJIEHHbIE NPOrpammsbl 6e3 cornacusa

NnoJZib30BaTENA.

YepBb — Nnporpamma, KOTopaa camMopa3mMHOXKaeTcsi, OHa
nobasnaerca B cucteMy oTaeNbHbIM GalizIoM U ULLLET YA3BUMOCTH
NN CBOEro AasibHENLWEro pacnpocTpaHeHus.




Bwnbl BPEAOHOCHOFO no @ bank Poccum ”

& TposAH — NpPOHMKaeT B cCUCTEeMY NOA BUAOM MNONE3HON YTUAUTDI, HO
O BMECTE C 3TUM CKPbITHO BEAET 1 Pa3pyLUAIOLLYIO AeATEeNbHOCTb
% PyTKutbl (0T aHr rootkit,Habop nporpammHbIx cpeacTs) —

L &2°( nporpamma namn Habop nporpamm, paspaboTaHHbIX cneumnanbHo,
4yTObbl CKPbITb MPUCYTCTBUE BPEAOHOCHOIO Koda U ero AencTsuna ot
Nnonb3oBaTensa 1 yctaHoBAEHHOro 3awuTtHoro MO.




YTO HENb3S AENATb MOJIb3OBATEMIO ... @ sancrocen ”

MepexoanTb No nof03pUTENbHLIM ———
CCbI/IKAM B 3/IEKTPOHHOM MOYTE UK -
B 6pay3epe. o KOMMNGTOMESD |

2B/

OTKprBaTb NnoAO3pPUTESIbHbIE
BJ1IOXKEHUA.

CkauuBaTb 1 YCTaHaB/IMBaTH
«nupatckoe» [10.

BcTaBnsATb HENpOBEpPEHHbIE
dnewkn, cMapTdOHbl U ap.




YTO [AENIAET 3APAXKEHHDI/ KOMNBIOTEP @) soicroccu -]

- T

o Kownbto _
WW

* Noxuwaert nHdopmauumtio.

* YyacTByeT B aTaKax.

* Hapywaet csoicTBa |
nHbopmauum — )
KOHOUAEHLMANBHOCTb, //

LLe/IOCTHOCTb, AOCTYMHOCTb.




NMPUMEP BJIOKUPOBKU KOMIMbIOTEPA

B Windows 3a6/onupoBan

Windows 3abnokupoeaH

onnatbl BUNanH HoMUHaNoMm 500 pyGénen v BbicnaTh
HOMep KapTbl ¢ MAHKO40M CMCKOM Mo HOMepy

8953-884-2943
BBecTu Kog, NoslyYeHHbIA B 0TBETHOW CMC:

NONRITEG NEREYCTAHOEBEWMTE CHUCTENMY MOMET NPWMEECTM K NOTERE AKT MBaUMA
BaXHOW MHD OpMaLMK U Hapy Ll eHuio paboTel KOMBIOTERE




3APAXXEHHbIA KOMMNbIOTEP — @) b Pocen ”
3TO HE BALU KOMIMbIOTEP!

{:} BOTHET — 510 ceTb, cocToALWAA U3 E @% E

3apaXKEHHbIX KOMMbIOTEPOB,
KOTOPble MOXHO 3aCTaBUTb ==
[EeNCcTBOBAaTb CNAMKEHHO. :

* DDoS-aTtaka (ot aHrn. Distributed Denial
of Service, pacnpeaenéHHblI OTKa3 B
obcnykmBaHumn). Uenb 31Ol aTakm —
HapPYLWUTb AOCTYNHOCTb MHPOPMALUM.




KAKUE JEUCTBUS NOJIb3OBATEJIEU @ Boric Poccur ”
KOMMNbIOTEPOB U CMAPT®OHOB HAPYLUAIOT _

NMPABWUJIA BESOMNACHOCTU U CTABAT NOA YIPO3Y UHmepakmus
CBOMCTBA MHOOPMALIUWN?

1. Mcnonb3oBaHME YyXKUX YCTPOMUCTB ANA BXOAa B MOBUAbHBLIN BaHK, UHTepHeT-
6aHK, NOKYNoK B UHTEpHETE U COXPaHEHUE HA HUX JINYHbIX AAHHDbIX.

2. lMpoBepKa d3WeK HAa HannYMe onacHbIX NPOrpPamMm.
3. lMepexoa nNo NoA03PUTENbHbIM CCbIJIKAM.

4. HemegneHHoOe OTKAOUYEHUE BCEX YCAYT NPU yTpaTe TenedoHa UIKN NNaHLWET],
K KOTOPbIM NOAKAOYEHO CMC-MHGOPMUPOBAHME NN MOOBUNBHDBIN BaHK.

O 4 O 13 ©) 2.3

Hanuwume omeem 8 Yam




(DV".UMHF- 3TO... @ baHk Poccum -

By, UHTEpPHET-MOLLIEHHMYECTBa, Lenbto
KOTOPOro siBNAETCA NoayYyeHne AocTyna K
KOHPMAEHUMANbHbIM AAaHHbIM
nonb3oBaTenein n ux AeHbram.




NMPUMEPDLI ®PULLNHTA

1. O6LwweHune c «NpoaaBLOM»

[7]  iPhone 11 Pro Max 256GB ® Oxcana @)
s 30000P %

W KaK MOXHO KynuTb?

‘a [o6pbii AeHb)

A B KypbEPCKOH KomnaHuu paboTato - mory k Bam kypeepa
HanpaeuTb B YAo6HOEe Bpems. YaobHo?

npvener ¢ TenedoHoOM, NOCMOTPUTE, NOHPABUTCS -
octaBuTe cebe, HeT - odhopMUM BO3BpaT
“ [la

“/  OH OPUrMHANBHBIA, BCE XOPOLLO C HUM?

/M Kak onnatute?

2. Ccbinlka Ha GULLMHIOBbIN
pecypc Ana onnartbl

& ;‘) [epxute cebinky https://avitopays.ru.com/461290748

@ bank Poccumn

3. Nocne «onnaatbl 3aKasa»
npoaasey nponager

Onnara 3akasa

iPhone 11 Pro Max 256GB

3aka3 Ne 185698778 I @ visa e
coenHeHne

ToBapw! C AOCTIACOA ONNANMBIIOTCH
TONLKO GAHEOBCKON KAPTON OHNAIN
Homep kapTbl

ip
3 XOOKXXXXXXX ’ \,)
laparTva sosapata newer ecnu
Cpok aeitcTeuA CVC — NPOAAReY OTMEssN 3aKal,

/[ 22 — TORAP WO NOZOWEN wnwk Bpax,
ElEN b guhmasuion

Wroro: 30 000P




NMPUMEPDLI ®PULLNHTA

PULWIMHr c ucnonb3oBaHuem
«CouManbHbIX BbINAAT»

| BHUMAHWE! |

[

Brl HaX0AWTECH Ha OBWLMANBHOM CAATE fenaprasents CoumancHors DEEcneuenyn,
B UHTEpHETE YYaCTUNWCE CAYHAK MOLUEHHWYECTES, NOKANYACTA ByAsTe 6ANTENEHEL
Cepeuc C0 3aWMLLEH NO TEXHONOTAK Windpoearud 3D_Secure,
Baww koH$WAeHUMANbHEIE JaHHbBIE He BYAYT NepesaHbl 3-1M AKUAM.

UL TE ORI CORMOATION 2% Y & L P AN DR S KT e ot
;D‘a AT 0T L AT CREATIE COMUOHS PHIVITES THS SFFOHARTION D4 1A o
PIGAPHTG Tl INPORBIATION PROVIDED, AND DESCLABS LIAISLITY FOR DALAGES SEDULTING PO ITS L

CepBWc NpoBepKWn M BbiNNaThl 4OCTYNHbIX KOMNEHCaLWOHHbIX
coUManbHbIX HAYUCNEHWIA U3 OPraHN3aLUMoHHBIX GOHA0B

HAMMTE 30EChH ANA BXO0A M MPOBEPKW COLWMANBHBIX BLINMAAT

TnzExea CTPEHINE DopTans fa3s SexEu: VOpasTesns XoMISECEIN0ERarD odecneyesns. / Pocous 14

@ bank Poccum

DULIKHT C UCNONb30BaHUEM
noAaAeNbHOro UHTEepHeT-marasmHa

AN
BoliTy v EDEMCTONDOBATLCA Mnassas | Kopawsa noxynok un Tosapos: 0 (0p)

phebert Rk K | 3AAATH BOTPOC |

MOIIHEIH HTPOBOM HOYTEYK

8999

16 TG ONIEPATHBHOIT ITAMSATH
NVIDIA GEFORCE GTX 765 2I'b

INTEL CORE IS

s 0 e s e

Pekomexgyem




NMPU3HAKU ®ULLNHIOBOI0 CAUTA B 5aric Poccus

* JlomeHHOe MMA NOoXoXKe Ha Ha3BaHMe U3BECTHOro MHTEPHET-Malra3nHa,
6aHKa, COLI,MEU'IbHOVI ceTu, 6peH,u,a, HO OTIMYa€TCA Ha HECKOJ/IbKO CMMBOJ108B.

° HeT npeduKca https: s - secure - 6esonacHoe coeanHeHue.
° OnevyaTKn, HECOOTBETCTBUA, HEOPEKHOCTU U OLIMDOKKN, O4EHb HU3KUE LIEHBI.

° Ha cTtpaHuue onnaTbl OTCYTCTBYHOT N0roTMNbI nporpamm MasterCard
SecureCode un Verified by Visa, ncnono3sytowmx texHonormto 3D-Secure.

* Ccblnka npuwiaa N3 HeN3BeCTHOro NCTOYHMKa - CMC nnu coumnanbHble ceTn.

° Bbl nonann Ha canT Npu Mcnosb3oBaHUM OTKpbITOoM ceTn Wi-Fi 6e3 napons.




TEJIE®OOHHbIE MOLLEHHUKHA

* 3BOHOK AKOObI OT MMeHM BaHKa: Bac NpocAT
COOOLWNUTb INYHbIE AaHHbIE.

CMC mnan nncbmo akobbl oT 6baHKa ¢ npocbboi
nepe3BOHUTD.

npocbbor NoATBEPAUTL MOKYMKY.

CMC oT UMeHU poACTBEHHMKOB, KOTOPblE NPOCAT
nepeBecTu AeHbIM Ha HEN3BECTHbIM CYeT.

* CMC 06 oWnboYHOM 3a4NCNEHUN CPEACTB UK C




Bobl ygudenu 8 uHmMepHeme pexkaamy 3HaKOMO20 OHAAUH-Ma2a3UHaQ,

Komopeili npednazaem mMmoOdHsIl cmapmepoH o Hu3Koll yeHe. Mepelids @ parik Poccny -
10 CCblIKEe U3 PEKAAMbI, 3aMmemusu, Ymo Ou3aliH calima u3MeHUusIcs, 8
e20 adpece U ONuUCaHUU Mosapos8 ecMmb OWUDBKU. UHmepakmus

KAK NOCTYIINTD?

O Moxoxe Ha PULLMHT — CalT CO34aH MOLIEHHMKAMMU, YTODObI BbIMaHUTb CEKPETHbIE AaHHbIE

nosb3oBaTesien. BBoagnTb CBOM AaHHbIE He Byay, 3aKPOto 3TOT CanT 1 coobuyy o Hem B LLeHTp
MOHUTOPUHIA N PearMpoBaHMA HA KOMMNbIOTEPHbIE aTaKN B KpeaAnTHO-PMHAHCOBOM chepe
(info_fincert@cbr.ru) unmn yepes UHTepHeT-npnemHyto baHka Poccum
(http://cbr.ru/reception/)

BepoATHO, 3TO HOBbIN MHTEPHET-Mara3mH: NOYMUTat0 OT3bIBbl MOKYyMNaATeNEeN, ECN OHU
XOpOLLKNeE, TO 3aKaXKy CMapPTPOH.

BBeAy CBOU JZIMYHbIE AaHHbIE, @ Ha 3Tane ornJiatbl pewy, MCNOJ1Ib30BaTb 6aHKOBCKyI-O KapTy nau
HeT .

Hanuwume omeem e yam

e Ecnu cknaka Ha cmapTdoH 6onbLuas U AeNCTBYET BCEro HECKOIbKO YacoB, TO He pa3lyMblBas,



http://cbr.ru/reception/

MOLUEHHUYECTBO
C BAHKOBCKUMU KAPTAMMA

MoLleHHUKam HYXHbI.

1234 5678 9000 0000

05/15

CARD HOLDER

Homep KapTbl

CpoK AencrTeus

Uma Bnapenbua

Homep CVC nnmn CVV




BECKOHTAKTHbIE BAHKOBCKUE KAPTbI @ Barik Poccum ”

3A

* BbICOKasA CKOPOCTb {:;;7 KapTy YKPanun, NONb3yOTCA et
BbINO/IHEHMA NAATEXKHOWM L oa ar ) B MarasuHax Ao 1000 py6. 6e3
onepauumn . NNUH-Koaa
* yAobcTBO Ana onepaumi * BO3MOHbl MOLIEHHWUYECTBA C
A0 1000 pybneit - MOXKHO NAaTeEXHbIMU TEPMUHANAMMU
He BBOAWUTb NMUHKOA, (cyumeisarowue ycmpolicmea

Ha paccmosHuu)

PEKOMEHOALMWU: ycTaHOBUTb CYTOUYHbBIN TIMMUT U CMC YBEAOMNEHMUS




KAK U TAE MOT'YT YKPACTb BALUUN OAHHDIE? @) 52 Pocem ”

,{(:3 B 6aHKOMaTe — Ha HEM MOLLUEHHUKMU
MOTYT YCTaHOBUTb CKUMMEP U
BUAEOKamepy.

Il wul\n\t

* B Kade nam marasmHe — COTPYAHMK-
3/10YMbILL/IEHHUK MOKeT

cboTorpadmnpoBaTb Bally KapTy.

3




TAK MOXKET BbIrNNMAOETb BAHKOMAT
CO CKUMMEPOM




KAK OBOUTU NMPOBJIEMY?

Ncnonb3yiiTe 6aHKOBCKYIO KapTy TOJIbKO B TEX MECTaX, KOTOpPble 3aC/NyKMBatoT
noBepus.

OcmoTpute HaHKoMmaT. Ha Hem He A0NXKHO BbiTb MOCTOPOHHMX NPEAMETOB.
Habupas MUH-Koa, npuKpbiBanUTe KnaBuaTypy PyKon.

Mpwn Habope NMNH-Koaa BBOAMMbIE LUUPPbI HE A0MKHbI 0OTODparkaTbea (****),
Moakntounte mobmnbHbIM 6aHK 1 CMC-yBegomneHus.

Hukomy He coobuianTe cekpeTHbin Kog n3 CMC.

He TepanTe KapTy u3 suay (B marasuHe, Kade).




C MOEM KAPTbI CMTUCAJIN AEHDbIN.
YTO AEJIATDb?

é:\; Mo3BoHUTE B BaHK 1 3abN10KupyiTe

%

KapTy.

3anpocuTe BbINMMUCKY MO CYETY U
HanuwuTe 3aAB/IeHUE O HeCOrnacum ¢
onepauuemn.

* ObpaTtuTtech B nonmuumio.




@ bank Poccumn

UHmepakmues

Kak He cTaTb XXepTBoM
KnbepnpectynHmMkoB?

Hanuwume omeem 8 yam 0




CEMb NMPABWJ1 BE3OMNACHOCTU B @) 5 Poccn ”
KUBEPMPOCTPAHCTBE

Bcerpga nposepsante
MHopMaLMIO.

He nepe3BaHuBaiTe
MO COMHUTE/NIbHbIM
HOMepaM.

He xpaHuTe AaHHble KapT
Ha KOMMbIOTEPE UK B
cmapTdoHe.

He nepexoaute no
HEeW3BEeCTHbIM CCblJIKaM.

Ecnn Bam coobuwator,
6yATO YTO-TO CAYYNSIOCH
C pPOACTBEHHUKAMM,
CPOYHO CBSIKMTECDH C
HUMW HanpAamylo.

He coobuwiante HUKOMY
NINYHble AaHHble, Napoaun
N KoAapl.

YcTaHOBUTE aHTUBUPYC
Ha KomnbloTep cebe
N POACTBEHHMKAM

@6 O 6

Ob6vAacHUMe noxcusabim pooCmMeeHHUKAM U MOOPOCMKAM
amu npocmeie npasuna u byobome 60umenoHbi!!!




baHk Poccuu — Meraperyndarop

®yHKunmn baHKa Poccuum:

4

%
2%

3awmTa n obecneyeHme yCTOMYMBOCTH
pybnsa

MNopaepaHue cTabUNbHOCTU U Pa3BUTUA
bUMHAHCOBOTIO PbIHKA

3awuTa npas notTpedbutenem GUHaHCOBbIX
YCAYT 1 NOBbIWEHME YPOBHA PUHAHCOBOWM
rPAaMOTHOCTU Hace/ieHUsA

(PMHAHCOBOI0O PbIHKA

@ bank Poccum ”

Y3Haute 60nblie 0 puHaHcaxX:
é Yutalite cTaTbh M HOBOCTM:
C|—_| fincult.info
3aaaBaiTe BONPOCHI:
°22/ cbr.ru/Reception/

3BOHUTe becnaaTHO:
8-800-300-3000




Ana nonyyeHna CeptndpuKarta yyactHUKA

HanpasasaiTe ot3biBbl Ha  basewebinar@fincult.com

dopmy 0T3bIiBa BCE YYACTHUKM Noay4aT
Ha 3N1EKTPOHHYIO MOYTY B TeUEHUE CYTOK NocC/ie ypoKa.

? B cniyuyae BO3HMKHOBEHMA BOMNPOCOB, MOXKaAYICTa,
o obpawantecb K Ham help@fincult.com

MoanucbiBanTech B rpynnbl «PuHaHcOBOe npocseleHne»! w
Facebook: https://www.facebook.com/groups/finprosvet/

ﬁ OpHoKnaccHUKK: https://ok.ru/finprosvet

®)

m BKoHTakTe: https://vk.com/finprosv



https://www.facebook.com/groups/finprosvet/
https://ok.ru/finprosvet
https://vk.com/finprosv
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